This is a preview - click here to buy the full publication ‘ ISO/I EC

STANDARD 19794-4

Second edition
2011-12-15

Information technology — Biometric data
interchange formats —

Part 4.
Finger image data

Technologies de l'information — Formats d'échange de données
biométriques —

Partie 4: Données d'image du doigt

Reference number
ISO/IEC 19794-4:2011(E)

ISO|IEC
sz ° © ISO/IEC 2011




ISO/IEC 19794-4:2011(E) : This is a preview - click here to buy the full publication

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2011

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +41 22749 01 11

Fax +41 22749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2011 — All rights reserved



This is a preview - click here to buy the full publication ISO/IEC 19794-4:2011(E)

Contents Page
[T =T o] o E TP PPPPP %
Ta N (e To [UTox 1T ] o U PR PUPPURPTT Vi
1 oo ] o = 1
2 1070 o) {0110 F= 1o o =S PR 1
3 N (T g g A R =) £=] =T o T L PP OPPPROTRPRN 2
4 Terms and defiNITIONS ..ottt e s bt e e s e bt e e e et e e s anbbeeeeeneee 2
5 YN o] o gV A= A= To I =T o TP TPPPRPN 3
6 (D=1 = W odo] 0 AVZ=T o] A o] 1= PP UP T OPPPROTIPR 3
6.1 S I Vo Lo B oYL Ao o [T 4T o Lo TP PP PPPPRT 3
6.2 SCAN SEUUEBINCE ..ottt 3
7 IMmage aCqUISITION FEQUITEMENTS .......iiiiiiiiiiii ettt e e e e ettt e e e e e e e e s bbb teeeeaaeseaanbebbeeeaaeaannneees 3
7.1 LCT=T o T - | TR 3
7.2 D ] = TS o T=Tod B = L1 o PR PRPTPUPPPRRT 4
7.3 71 o =T o) o TP O PP PUPRPPR 4
7.4 LT = 12T o= 1 =T o - - PR 4
7.5 [ ) A= T (o - Vg Yo = OO PUEER 4
7.6 Capture device spatial SAMPIING AL .....uuiiiii i e e s e e e e e e e e snnrreeeeeaans 4
7.7 Image spatial SAMPIING FALE ... r e e e e e s e e e e e e e e asaanr e ee e e e e nnnnees 5
7.8 FINGerprint imMage [OCALION ......oiiii et e et e e e s e s e e e e e e e s s sns b e e e e e e e e snnrneeeeeeesanns 5
7.9 1L T T = Vo TN Lo Xo= 4 T o SRS 5
8 FIiNger iMage reCOTd FOIMAL. .. ..o ettt e e e e e e s bbbt e e e e e e e e e aanbeeeaaaaeeaans 5
8.1 Tt o] o IS { (U ot (U1 = T TR PRPTPPPPPRRT 5
8.2 Finger image general NEAUEY ..o it e e e e e e e e abbe e e e e e 6
8.3 Finger/palm image representation NEAAEr ............ooiiiiiiiiiiii e 9
8.4 [ T=] e o [=To lo -1 = TP OUPPPPPPRPPR 18
9 Registered format type identifiers ... ... 23
Annex A (normative) Conformance test methodologY .....uevvvvii i 24
Annex B (normative) Capture device CertifiCations ......uuvivieeiiiiiiiieec e e e 25
Annex C (informative) Finger image data record eXample ......ooocciiiiiiiiee e 49
Annex D (informative) Conditions for capturing finger image data...........ccccvveeeieeiiiicciieceec e 51
Annex E (normative) WSQ Gray-scale fingerprint image compression specification...........ccccccceeveeeennns 60
7T 010 Yo =T o1 12 P 91
Figures

Figure 1 — Order Of SCANNEA lINES .........eeiiiiiiii e e s e e e e s e e st e e e e e e s e annbeteeeeesannrnanneeeeeenan 4
Figure 2 — Finger iMage reCOIA SITUCTUIE .....iiiiiiiiieiieeie e e e e e s sttt ee e e e e e s s r e e e e e s st e e e e e e s s snnteneeeeessnnrnanneeeeenean 6
Figure 3 — Order and size of fields in the finger image reCord..........ccoivviiiiiiie e 7
Figure 4 — Image QUALILY [QYOUL.........ccoi it e e e e e s s e e e e e e e s s e e e e e e s s seaeeeeeesseannrnaneeeens 13
Figure 5 — Finger orientation for SEgMENTAtION............iiiiiiiiiiir e e e e s e e e e e e s snrrn e e eees 22

© ISO/IEC 2011 — All rights reserved iii



ISO/IEC 19794-4:2011(E) : This is a preview - click here to buy the full publication

Tables

Table 1 — General reCOrd NBAUET .........uui ittt s e s e e s e e nnreenreean 8
Table 2 — Finger image representation NEAEr FECOIT. .........cuii i e e 9
Table 3 — Image and eXtENAEA TALA .........coii i e e e e e s e e e e e e e e e sbbrreaeaaeesaannes 11
Table 4 — Capture deviCe tECHNOIOGY. ... .uui et e e e e e e et e e e e e e e sabbeeeeaaeeesaannes 12
Table 5 — Identifiers for certification schemes specified in the anNNexXes.............cceeeiiiiiiiin e 14
Table 6 — FINQGEr POSILION COURS ... ..ueiiiiiiiii ettt e et e e e e e e e ettt e e e e e e s e aanbbeeeeaasaaanbbseeeeaaeesaanne 15
Table 7 — Multiple fINger POSItION COURS ... ... it e e e e e r e e e e e enbb e e e e e aeeeaaannes 15
TaADIE 8 — PaAIM COUBS. .....teiiiiieiiee ettt ettt st e se e s e e e Rt e sar e e nn e e e e e e ne e e nn e e e nneeennne s 16
Table 9 — Compression algorithm COOES.........c.uuiiiiii e e e e s r e e e e e s s srreeeeeeesaaannes 17
Table 10 — Finger and palm iMPreSSiON COUES ......uuiiiiiiiiiiiiiiiie e e e sciere e e e e s s s steer e e e e e s s sssarreereeeeessnnssraereeesaannnes 18
Table 11 — Extended data ar€a tyPe COUEBS ......uuuiiiiieiiiiiiiiiiei e e e s e s st e e e e s s s srteereeee e s s s ssasreareaeeeesaannrneeaeesannnnes 19
Table 12 — SegmMENtation JAtA ..........cc.vueiiiiie i e e r e e e e s s s e e e e e s s ss st eeeeeessanssteaneeeeaansrreeeeeaesaannnns 20
Table 13 — ANNOLALION GBI ... ....vieireieiree ettt se e e an e e e ne e e sr e e s e e e nnne e s reeennnees 22
Table 14 — Format TYPe IAENLFIEIS .......eeiiii et e e e e et e e e e e snbbreeeaaeeeaaaanes 23

iv © ISO/IEC 2011 — All rights reserved



This is a preview - click here to buy the full publication ISO/IEC 19794-4:2011(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75% of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 19794-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 37, Biometrics.

This second edition cancels and replaces the first edition (ISO/IEC 19794-4:2005). It reflects the
harmonization across the second generation of ISO/IEC 19794. Clause 8 has been technically revised and
contains descriptions of the harmonized general and representation headers. Annex A is under development
and will contain an amendment for conformance testing methodology for this part of ISO/IEC 19794. Annex B
contains capture device certifications for capturing finger image data. Annex B has been technically revised.
Annex D describes conditions for capturing finger image data, and Annex E contains the WSQ Gray-scale
fingerprint image compression specification. The former Annex A “Image Quality Specification” has been
removed.

ISO/IEC 19794 consists of the following parts, under the general title Information technology — Biometric data
interchange formats:

— Part 1: Framework

— Part 2: Finger minutiae data

— Part 3: Finger pattern spectral data

— Part 4: Finger image data

— Part 5: Face image data

— Part 6: Iris image data

— Part 7: Signature/sign time series data
— Part 8: Finger pattern skeletal data

— Part 9: Vascular image data

— Part 10: Hand geometry silhouette data
— Part 11: Signature/sign processed dynamic data
— Part 13: Voice data

— Part 14: DNA data
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Introduction

In the forensic community, the capture and transmission of fingerprint images has been a common choice for
the exchange of fingerprint information used by Automatic Fingerprint Identification Systems (AFIS) for the
identification of individuals. However, little to no fingerprint information is being exchanged between
equipment from different vendors in the biometric user verification and access community. This has been due
in part to the lack of agreement between vendors on the amount and type of information to capture, the
method of capture, and the information to be exchanged.

ISO/IEC 19794 is a series of International Standards being developed by ISO/IEC JTC 1/SC 37 that supports
interoperability and data interchange among biometric applications and systems. The series specifies
requirements that solve the complexities of applying biometrics to a wide variety of personal recognition
applications, whether such applications operate in an open systems environment or consist of a single, closed
system. Additional information regarding the series is provided in ISO/IEC 19794-1.

This part of ISO/IEC 19794 is intended for those applications requiring the exchange of raw or processed
fingerprint and palm images that may not necessarily be limited by the amount of resources required for data
storage or transmitting time. It can be used for the exchange of scanned fingerprints containing detailed image
pixel information. This part of ISO/IEC 19794 can also be used to exchange processed fingerprint image data
containing considerably fewer pixels per inch and/or a lesser number of grayscale levels. This is in contrast to
other parts of ISO/IEC 19794 used for exchanging lists of fingerprint characteristics such as minutiae, patterns,
or other variants. These formats require considerably less storage than a fingerprint image. However, by using
any of the other parts of ISO/IEC 19794, information recorded in one standard format cannot be used by
algorithms designed to operate with another type of information. In other words, minutiae data records cannot
be compared with pattern skeletal data comparison subsystems.

Although the minutiae, pattern, or other approaches produce different intermediate outputs, all shall initially
capture a reasonably high quality fingerprint image before reducing the size of the image (in bytes) or
developing a list of characteristic data from the image. Use of the captured or processed image can provide
interoperability among vendors relying on minutiae-based, pattern-based or other algorithms. As a result, data
from the captured finger image offers the developer more freedom in choosing or combining comparison
algorithms. For example, an enrolment image may be stored on a contactless chip located on an identification
document. This will allow future verification of the holder of the document with systems that rely on either
minutiae-based or pattern-based algorithms. Establishment of an image-based representation of fingerprint
information will not rely on pre-established definitions of minutiae, patterns or other types. It will provide
implementers with the flexibility to accommodate images captured from dissimilar devices, varying image
sizes, spatial sampling rates, and different grayscale depths. Use of the fingerprint image will allow each
vendor to implement their own algorithms to determine whether two fingerprint records are from the same
finger.
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Information technology — Biometric data interchange
formats —

Part 4:
Finger image data

1 Scope

This part of ISO/IEC 19794 specifies a data record interchange format for storing, recording, and transmitting
the information from one or more finger or palm image areas. This can be used for the exchange and
comparison of finger image data. It defines the content, format, and units of measurement for the exchange of
finger image data that may be used for enrolment, verification, or identification of a subject. The information
consists of a variety of mandatory and optional items, including scanning parameters, compressed or
uncompressed images and vendor-specific information. This information is intended for interchange among
organizations that rely on automated devices and systems for identification or verification purposes based on
the information from finger image areas. Information compiled and formatted in accordance with this part of
ISO/IEC 19794 can be recorded on machine-readable media or may be transmitted by data communication
facilities.

2 Conformance

A biometric data record conforms to this part of ISO/IEC 19794 if it satisfies all of the normative requirements
related to:

a) its data structure, data values, and the relationships between its data elements, as specified throughout
Clause 8 for the finger image record format of this part of ISO/IEC 19794;

b) the relationship between its data values and the input biometric data from which the biometric data record
was generated, as specified throughout Clause 8 for the finger image record format of this part of
ISO/IEC 19794.

A system that produces biometric data records is conformant to this part of ISO/IEC 19794 if all biometric data
records that it outputs conform to this part of ISO/IEC 19794 (as defined above) as claimed in the
Implementation Conformance Statement (ICS) associated with that system. A system does not need to be
capable of producing biometric data records that cover all possible aspects of this part of ISO/IEC 19794, but
only those that are claimed to be supported by the system in the ICS.

A system that uses biometric data records is conformant to this part of ISO/IEC 19794 if it can read, and use
for the purpose intended by that system, all biometric data records that conform to this part of ISO/IEC 19794
(as defined above) as claimed in the ICS associated with that system. A system does not need to be capable
of using biometric data records that cover all possible aspects of this part of ISO/IEC 19794, but only those
that are claimed to be supported by the system in an ICS.
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10918-1, Information technology — Digital compression and coding of continuous-tone still images:
Requirements and guidelines

ISO/IEC 15444 (all parts), Information technology — JPEG 2000 image coding system

ISO/IEC 15948, Information technology — Computer graphics and image processing — Portable Network
Graphics (PNG): Functional specification

ISO/IEC 19794-1:2011, Information technology — Biometric data interchange formats — Part 1: Framework

ISO/IEC 29794-1, Information technology — Biometric sample quality — Part 1: Framework
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